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Give Answers???
Have Fun!l!

~ Have Fun!!!

Mistakes are Okay!!!

™2 ! ) 4 fits
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Introdu‘ctmn to Government Fraud

|ntr¢cmct|on to Contract and
Prbcurement Fraud

Legal Elements of Procurement Fraud
" False Claims and Statements
Collusion Among Bidders

Collusion Between Contractors and
Employees
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Performance Schemes

Contract and Procurement Fraud
Indicators

u_o_alhvestlgatlve Steps in a Contract Fraud

Case
Go Home to either Prevent or Fight Fraud



Introduction to Government Fraud

I—raud IS a suent 01Tense

Mt e IImslU!r‘
Tak Earhings of P

Frau_d costs tnfhens ef dollars in worldwide damages
ea:ch year, .arm [t'cests the public, too.

$2 2,342
c-! N ! rdEations

AII government entities are victims of every conceivable kind of
§w|hd1e, and everyone pays for fraud in direct and indirect ways.

Fraud victims, however, are not defenseless.

But prevention starts with being well informed.



Introduction to Government Fraud
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Blacks LawDJctzbnarj/ defines fraud as:...all multifarious means
individual to'get an advantage over another by false suggestions or
suppression of the truth. It includes all surprise, trick, cunning or
dissembling, and any unfair way by which another is cheated.

The important point of the definition is that all forms of cheating,
Involving money or property, are fraud. Although there are many kinds
of fraud, this course will focus on fraud committed against the
government.
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Introduction to Contract and Procurement Fraud
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- and recurring schemes related to the procurement of goods and

liged Reter

serwbes by government organizations.
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Defmltlon of a Contract. A contract is an oral or written mutual
agreement between two or more individuals or entities. It must
contain the following five elements to be enforceable:

Competent parties

Lawful subject matter or objectives

L_egal consideration

Mutual promises

Mutual obligations



Introduction to Contract and Procurement Fraud
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Compétent Paru?ésmThe parties to the agreement must have the
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Lawful Su:bject Matter or Objective: The subject of the contract
; mus; »not_' be contrary to law or public policy.

2 el Fre

<ob2)21ﬂﬁ)-t-

Legal Consideration: Must be supported by a mutual exchange
of value, not merely a naked promises.

Mutual Promises: A mutual promise to exchange value, rather
than requiring actual performance.

Manual Obligations: Both parties must intend to be bound for a
contract to be formed.



Introduction to Contract and Procurement Fraud
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e ;Enforcearbrhty DC)‘ not necessarily have to be in writing.

y ML e Elims LOX &
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-~ Oral Agreements If a contract is in writing, courts will usually
- Ignore separate oral agreements to terms made prior to at the

same tlmeas the writing if the oral agreements conflict with the

,: _lefltten terms.

Contract terms; Must be “certain and definite” to be
enforceable.

Revoking a Contract: Parties can revoke a contract if they
mutually agree to do so.

Breach of Contract: When one of both parties fail to perform, or
announce they do not intend to perform.
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Procursment Process:

Nings f Pt
13 rd: Quarter - 2G00
352,338 3590,

Refers toe’ghgse processes procedures and entities involved in
2: “the purc.ha:sest),f goods or services by public or private entities.
The primary objective of an effective procurement process is

achieving the best value.

S - B e B B o)

Public Procurement:;

Refers to theses processes, procedures, and entities involved in
the government's process of acquiring goods and services.

14}
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’Ijé‘;(:ity Of.thé procurement.

- Canrange rom usmg a government credit card for small dollar
_"', off-the- Shelf |tems to negotlated mult| m|II|on dollar contracts
4 that provldes computer serwces

B both cases,',a Sollicitation document provides information
~necessary for potential bidders to make their proposals.

13



Introduction to Contract and Procurement Fraud
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8. Smart purchase procedures used to acquire supplies and
- services that do not exceed the acquisition threshold

Blanket purchase orders and credit cards
Purchase orders
Impress funds (petty cash funds)

These methods designed to speed up the procurement process by
minimizing applicable regulations.
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Sealed BidS‘(Fdrmal Advertising)

A procurlng entity used sealed bidding when its requirements
are clear, accurate, and complete. It involves competitive bids.
It uses an Invitation to bid document which contains a purchase
description; the condition for purchase, all contractual terms,
and the deadlines for submitting bids. They are publicly
solicited and this process requires that each bid be sealed and
opened In a public forum attended by all interested parties.
LLowest price is usually the bases for the selection.

15
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CxpeENS

- Competitive Negotiation
* This method permits bargaining between the
procuring entity and prospective contractors

before the final award of a contract.

Request for Proposals or Request for Quotations
are used.

16
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Methods of Procurement
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Not opén anﬁfree completlon This exception results in sole
s'oyr._c'e cg{a__tractlng.

nl 0
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Procurement through this process requires justification.

Some exceptions that can be invoked are:
Only one responsible source and not other supplies or
services wWill satisfy agency requirements.

Unusual and compelling urgency
17

Expert services
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Introduction to Contract and Procurement Fraud
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Phases |n the Pmcurement Process
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For the purpose of fraud detection, the procurement process can
e reduced to four basic stages:

Al ol Prorirant

o
&

The pre solicitation phase—Generally, the pre solicitation phase
begins with the procuring entity identifying its needs,
developing the specifications (what, how much, and how
good), and determining the method to be used for acquiring
the goods or services.

S - B e B B o)

19
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s The sohcnatlon phase—The solicitation phase involves bid
- SOll.CItatlon bid preparation, and bid submission.

The bid evaluation and award phase—After receiving the bids,
the procuring entity publicly opens each bid in the presence
of interested parties (the bid opening) and evaluates the bids
or proposals. During this time, the purchasing entity may
conduct discussions/negotiations, and it may give the bidders
an opportunity to revise their proposals. The purchasing

entity then selects the winning bid or proposal
20
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Introduction to Contract and Procurement Fraud

Types of dee?r!ﬁf‘hént Contracts

irq Qunvtc- 200 ¢

Reaven

virer FlX’E‘d Prlce Contracts the contractor agrees to do what is in
~ the contract for a flat, fixed price that may be subject to
. adjustments in appropriate circumstances.

Cost-Reimbursement Contracts (Cost-Plus Contracts) — The
government reimburses the contractor for the allowable costs
(i.e., allocable, properly accounted for, and not specifically
disallowed) it incurs during the terms of the contract. Cost-
reimbursable contracts serve to establish an estimate of total
cost and a ceiling that the contractor may not exceed.

28



2o ‘rrement fraud
Offiial Bribery
Conflicts of Interest
Cr| f‘n:i‘n'al Flalsé. Claims

 Embezzlement of Public Money, Property, or Records A



| " s Legal E'I*e'ments of Procurement Fraud

ne elements of fah- oiﬁi_(‘:’ial bribery offense are as follows:

‘lemgorrecelvmg
~'With corrupt intent
~ Any ‘thing of Value
- Toa public ofﬂmal
| '!':To influence
An off|C|aI act

24



Legal Elements of Procurement Fraud

~ Official Brlbery
rrrrr lemg or fecelvmg - Includes directly, indirectly offering,
rieap perISl,ng,.or soliciting a bribe. An unsuccessful attempt to
~ bribe can violate the statue if the other elements are present.

“With Corrupt Intent — Must act willfully and corruptly.
Defendant acted knowingly and deliberately. Acted with the
Intent to influence an official act through the payment of a
thing of value.

Any “Thing of Value” — Inappropriate gifts, free travel, and
lavish entertainment. Payment of credit card debt. Loans
(whether repaid or not). Cash. Checks (disguised as
legitimate fees). Hidden interests in a business or transactiors?



Legal Elements of Procurement Fraud
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- Official Bribery

To a Publie Official. Includes those in public service, those
chosen for public service but not yet confirmed. State and

~ local government employees who administer federal or sate

- funds or programs may be considered public officials.

ratfts 7 g

‘To Influence — Evidence must be shown that the payment was

Intended to cause the official to act favorably to the payer or
third party.

An Official Act. Refers to an act, matter, or decision that might
properly be brought before a public official.

26



Legal Elements of Procurement Fraud
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Prohlb:i’ts, SltUatlons in which a government employee engages in

| actlvrtres that create a conflict between his personal interests

~ and his duty to protect and serve the interests of the
- government.

Elements: Whoever participates personally and substantially
In a contract, claim or other proceeding in which, to his
knowledge, he (or a related party) has a financial interest
without full disclosure of such interest and receiving
approval to participate.

2%



Legal Elements of Procurement Fraud
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WhoeV’ér ”Covers officers and employees of the government.

ed RelLy
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Partlmpates Part|C|pates through decision, approval,
-~ disapproval, recommendation, negotiations, or other means.

Related Party: he, his spouse, a minor child, a general partner or
any organization by which he is employed has a financial
Interest.

Financial Interest: A substantial and direct financial interest,
capable of adversely influencing the official’s decision-
making. Remote or inconsequential interests are exempted. 28
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Legal Elements of Procurement Fraud
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txrss Itis |llega1nto present or make any false, fictitious, or fraudulent
- claims against any agency or department of the government.
. Thecrime is complete when the claim is presented and
.~ payment of the claim is not an element of the offense.
Elements:

Makes or presents any claim

Upon the government

Knowing such claim to be false, fictitious, or fraudulent.

30



Legal Elements of Procurement Fraud
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Crlmlnai False! ﬁiélms

arq Qunvtc= 2000

Makes: Or‘ Pr:esents A claim must actually be presented. Can be
presented indirectly or through an intermediary.

en

-}An-yt Claim Upon or Against the Government: Includes any

request or demand for money or property upon the
government.

Knowing: Actual knowledge of falsity; Deliberate ignorance of
truth or falsity; Reckless disregard of truth or falsity

It is not necessary to prove that the defendant had the specific
Intent to defraud the government. -



Wlllfully and knowmgly
- Stealing, converting, or embezzling
- Any “thing of value” from
o TNEgovermment.:;..

32



Legal Elements of Procurement Fraud
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EmbéZZlemerﬁ!t;flbubllc Money, Property or Records

erlfuily and Knowmgly Person converted or took money or
property intentionally and not be accident or mistake.

Ste’a—ling, converting, or embezzling: means the person took

money. or property belonging to the government with the
Intent to permanently or temporally deprive the government
of its value or use.

Anything of value from the government: Includes money,

property, intangible rights, or any other items capable of

having a momentary value.
38
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Brie Iy. stated the Iaw prohlblts a person from lying to or
conceallng mformatlon from a governmental official
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' Types of Government Fraud
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sta ments made a year to federal government.
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;-t;benefits;‘— representations made not true.

.} ” are false statements aboutlncome level, number of children
theyphave o
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'Shﬁall'busihess 'fra;u‘d — make false statements to get into program.
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Types of Government Fraud

False Statements

A statement Is false If it was known to be untrue when it was
made, and it is fraudulent if it was known to be untrue and
was made with the intent to deceive a government agency.

For a violation to occur, the government agency need not
actually have been deceived, nor must it have in fact relied
upon the false statement, but the statement must have been
capable of influencing the agency involved.

The statute covers both oral and written statements, whether
sworn or unsworn. Additionally, it applies to false statements
that are not made directly to the government if the ”
statements result in false statements to the government.



Types of Government Fraud
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. "ProsecqurS’ most often use the False Statements statute to prosecute

falsxecgtatgmgﬁtg made to law enforcement or regulatory officials not

j; madTe.: Un'der..0~ath, In the course of an official investigation, or on an
- application for such things as federal employment, credit, and visa
- applications.

The elements of the violation are set forth below:

38
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~ Types of Government Fraud

efendant | alse statement (or used a false document).

r‘;ioj . Fi

o T e,d'efendént ‘kh,e_w:.t,he'c,lla'im Was false, acted in deliberate ignorance of the
- claim’s truth, or acted in reckless disregard of the claim’s truth.

~However, does not require that the government actually rely upon, be deceived
.or influenced by, or suffer a financial loss because of the false statement.
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-~ Alarge hlghway constructlon firm admitted to making false

: statements during the construction of an interstate highway. The
- firm admitted to making false statements regarding the testing of
. _concrete used to construct certain bridges. Core samples taken

from the concrete batches used in construction were cured in a
lime bath, which hardened the samples, instead of in the field as

required by the contract. Under the contract, the construction firm

was paid according to the hardness of the concrete samples.

41



Types of Government Fraud
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. There are a number of other federal statutes related to false claims and
statemé’l:lts L‘Hade to the federal government as well. Among the most useful

| .are P
Consplracy to Defraud the Government with Respect to Claims (18, U.S.C., §
286)— This section makes it a crime for two or more people to agree or
conspire to defraud the United States by obtaining, or aiding in obtaining,

payment or allowance of any false, fictitious, or fraudulent claim.

w b X R OO R
- =8t © OTSTELa

The Criminal False Claims Act (18, U.S.C., § 287)—This statute, which
addresses false claims, makes it illegal to present or make any false, fictitious,

or fraudulent claim against any agency or department of the United States.
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- Often, faise claims or statements occur in the following areas:
Contracting bids and cost proposals (e.g., false information concerning
. contractor qualifications, financial capabilities, facilities, size of business,
""6Whet$h’ib"0f'equipment and supplies, information provided to other agencies
- to support special status, qualifications of personnel, successful performance
of previous jobs, etc.)

w b X R OO R
= et © O -

False certifications or assurances contract (e.g., certifications of compliance,
size of business certification, minority business certification, certification of
independent price determination, manufacturer’s certificate of warranty, etc.).

Billing documents (e.g., billing for fictitious employees or billing for goods
and services not provided)
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Red F.Iagsanalse Statements

Nings of

Somé" cemmenered ‘flags of false statements include:

CxpeENS 55 .‘“ g’,'_.
Alrer- tlZkoss A0S 2,546
liged Ret

Fallure to produce documents in a timely manner

rdEnat

Reaven

stdion Reva=alles &,
efr or ¥ e

-}';?Féii?l'Ure to respond to inquiries in a timely manner

- b RO

Refusal or inability to provide supporting documentation

Inadequacies in reporting requirements (e.g., untimely reports,
Incomplete reports, and others)

Failure to have an adequate information gathering and retrieval
system 46
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Detectmg False $gatements and Claims
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S One’oN the best methods for detecting false statements is to examine the
.sou rce:dpcl‘ltnerits for the transactions in question.
Thls approach Is called tracing (i.e., from the source document out to the

| ,.freport) and it can help the examiner identify any changes or

~ discrepancies between what actually occurred—per the source
documents—and what is being claimed in statements made to the
government.

w b X R OO R

In addition, the examiner might be alerted to false statements by looking
for any of the red flags previously discussed.
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Whlle there are many types of procurement fraud
zj ..... schemes they can be broken down into three

| groups

''''''

Collusion among Contractors
Collusion between Contractors and Employees

Performance Schemes

49
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g o Collusion is a:'y:pe=of fraud where two or more individuals agree to commit an

LI W LU ¢

Aastes -t des1gned to decerve or gain an unfair advantage.

uar
! $59,.330 |<j
CEXPENS - IS5 . 407

(er Often,.whep“wntractlng for the supply of goods and services, two or more

~_ vendors collude to circumvent the competitive bidding process. When this

. happens, prices are inflated and the procuring entity is cheated out of its right
. to the benefits of free and open competition.

The most common forms of collusion between competitors involve:
Collusive Bidding (Bid Rigging)

Bid rotation

Bid suppression

Market division 24
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\ Pre«Tax Fathings o Profira
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140 Colluswe Bldlng also called bid rigging is a form of

S antlcdmnetltlve activity that limits competition where purchases
use cempetltlve procurement processes to obtain goods or

k. ..;";,serwces

Suppliers or. contractors in a certain geographic area or trade
conspire to defeat the competition and rig prices using a variety
of means.

The object of each of the schemes is to limit competition and
thereby increase the amount of business available to each of the

participants and the prices they can charge.
52
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Complemeﬂtary Brddlng
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Complementaffy fjlddlng (also known as protective, shadow, or

. cover bidding) occurs when competitors submit token bids

~ thatare not serious attempts to win. For the conspirators to

- bid higher than the designated winning bidder, they might
agree to submit:

Bids that are too high to be accepted

Bids that appear to be competitive in price but deliberately fail to
meet other requirements of the tender

Bids that contain special terms that will not be acceptable to the .,
buyer
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Bld Rotatlon

Ao gre

Bld rotatlon'schemes accur when two or more contractors conspire to

arie alternatethe busmess between them on a rotating basis. Instead of

C ¢
Co
N
A

e ngagmg in competitive contracting, which drives down the
: _{contract price, contractors perpetrating these schemes prefer
'exchangmg Information on contract solicitations to guarantee that

each contractor will win a share of the purchasing entity’s
business.

Similar.to complementary bidding schemes, bid rotation schemes

may be coupled with a scheme to award subcontracts to losing
bidders. This allows losing bidders to improve their cash flow as
they wait for their turn to win. Similarly, losing bidders might .,
receive a percentage of the winning company’s profits.



e“ at least one of the conspirators refrains from
, -draws a prewously submitted bid. The goal of

3 A

e sche mes is to ensure that a particular competitor’s bid will

Ear

35
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c “‘each othe r’s de&gnated portion of the market. Markets are

- jgenerally divided according to geographic area—the competitors
take turns on contracts according to the geographic area—or are
based on the customer—the competitors allocate specific
customers or types of customers among themselves.

The result of these schemes is that competing firms will not bid
against each other, or they will submit only complementary bids
when a solicitation for bids is made by a customer or in an area
not assigned to them. 56
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. Market D Ilwsmn
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up. paylnﬁ a hlgher price than would be dictated by fair bidding
"und:er, n@r.mal economic forces.

RO D>
c = 0% B -

Corrupt contractors often conceal market division schemes by
submitting bids from shell companies (i.e., companies that have
no physical presence and generate little independent economic
value).
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Red Flaqs of Collusmn Among Contractors
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The mdustry ha:s I|m|ted competition.

,,,,,

XpENS 35 -‘n" H -
Alrer 58 AQ'S 2.'.—!r

The same centractors bid each job.
The wmnlng bld appears too high.

The range of bid prices shows a wide gap between the winner
and all other bidders.

All contractors submit consistently high bids.
The continued presence of egregious price increases.

Qualified contractors do not submit bids..
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Red Flaqs of Collusmn Among Contractors (continued)

me 1SS 230 ¢
e«Tax Farh -'q'. D “Frofita
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A Iow blddefr \Anthdﬁaws and becomes a subcontractor.

,,,,,

CxpeEnS i‘.,-n‘n? 47,873
Alrer 58 AQ'S 2.'.—!r

Bids appear ‘to be complementary bids by companies unqualified
- toperform the work.

Ny

ratfts 7 g

Some'of the bids fail to meet obvious requirements or provisions.

Fewer competitors than normal submit bids on a project or
product.

When a new contractor enters the competition, the bid prices
begin to fall.

58
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Red Flags_ of Cdlilt}&!:‘iadh’Among Contractors (continued)

13 rd:. Quarter -2°G0
ﬂlj

Tbere IS a 1rotat.10hal pattern to winning bidders (e.g.,
;;’- geographleal customer, job, or type of work).

Lo
R&p

Sl;‘h‘eswi-n-ning bidder subcontracts work to one or more losing
 bidders or to non-bidders. high bids.

The continued presence of egregious prices increases.

Qualified contractors do not submit bids..

60



Types of Government Fraud

Red Flags 0)‘ Callusmn Among Contractors (continued)
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Physu:al e\érd’éﬁCé:Df“collu3|on In the bids (e.g., bidders make the
- same mathematical or spelling errors; bids are prepared
usmg the same typeface, handwriting, stationery, or envelope;

or competltors submit identical bids).
A pattern where the last party to bid wins the contract.

Competitors frequently change prices in similar amounts at
about the same time.

Losing bids do not comply with bid specifications, or only one bid
Is complete and other bids are poorly prepared. il
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duct by bldders or their employees that
|b|||ty of collusion (e.g., competitors regularly

v hol ﬂ meetlngs, V1s1t each other’s offices, subcontract

eac other etc )
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GEneraIIy,, ﬁfocﬁurement actions begin with the procuring entity
;; ~ making a determination of its general needs. These initial

| s,d,eterrruhétions Include assessments of the types and amounts of
goods Or services required to meet the entity’s needs. Fraud
~occurring during this phase of the procurement process may
result in decisions to purchase excessive or possibly unnecessary

goods or services.

ﬂ
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Typlcally neeq rééognltlon schemes involve the following scenarios:
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i'oPrurchaseszfor personal use or resale—In these schemes, employees

A
Cao
Co
N
v
A
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W|th procurement authority exploit their position of power by

- using the1r employer’s funds to obtain items for their personal use

‘,,or resale (e.g., tools, office supplies, computers, automobile parts,
etc.).

Unnecessary purchases—In these schemes, an employee of the buyer
receives something of value and in return recognizes a need for a
particular product or service offered by the supplier.

Excessive purchases—1In these schemes, a corrupt employee

purchases goods or services in excess of amounts actually 66
needed.
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- Red Flags of Need Recognition Schemes
~ Some common red flags of need recognition schemes include:

ExpeENS FS.4A0F 47,5 :
" The assessment of needs is not adequately or accurately developed.
- Unreasonably high stock levels or inventory levels.

- There is no list of backup suppliers for items, spare parts, or services
continually purchased from a single source.

There i1s an unusual or unexplained high volume of purchases of
products that are suitable for resale.

Unusually large numbers of surplus items are written off to scrap.
67
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Red Flags of N ed Recognltlon Schemes
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: vEStImat69 are not prepared or are prepared after solicitations are

t/koss AQ

ﬁ;f‘ requésted“

Ca rdinatior
co st1von R ¢ 2nue I

- ansumeritems are purchased but need replacement in a relatively
- short amount of time.

There is a high volume or unusual purchase of consumer items or
items suitable for resale.

Items suitable for personal use or resale are missing from inventory

or are unaccounted for.
68



A suspect employee dlsplays sudden wealth pays down debts, or
- lives beyond h|s means | |

69



contractor
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charac,ter,rstlcs required functions, product name or brand
numberand other specific information relevant for completion of
* the project. Specifications are included to assist contractors in the
~ bidding process, informing them what they are required to do and

providing information necessary to make and accept bids.

71
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- There are three primary bid-tailoring schemes:

Ao G K Earhing

Ard Quarter 3G00

Reyve
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~ Drafting narrow specifications—A corrupt employee of the buyer
“tailors the bid specifications to accommodate a vendor’s
- capabilities so it is effectively assured of winning the contract.

designs unduly broad gualification standards to qualify an
otherwise unqualified contractor to bid.

Drafting vague specifications—The buyer’s personnel and the
contractor collude to write vague specifications or intentionally
omit bid specifications. This enables subsequent contract
amendments, allowing the contractor to raise the price of the 7
contract.
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Some commé@‘gédl ﬂags of bid-tailoring schemes include:

:‘éWeak cqry;rpa!j?‘}qyer the blddlng process

Only one ora few bidders respond to bid requests

N

2

Al :Qetls

Contract IS not re-bid even though fewer than the minimum number
of bids are received

Similarity between specifications and winning contractor’s product
or services

Unusual or unreasonably narrow or broad specifications for the type
of goods or services being procured 73
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- Requests - for bld submmssmns do not provide clear bid submission

e EFlIm»s

mforma‘tltm (Eg no clear time, place, or manner of submitting
bIdS)* 467

,,,,,

Loss A(S 2,'
1liged Rety

| U_'né«)&]d‘l,ai'[ﬁcéd’n"c?hanges in contract specifications from previous
. proposals or similar items

<obz)z¢nn)-t-,'
b — - L - -

High number of competitive awards to one supplier

Socialization or personal contacts between contracting personnel and
bidders

High number of change orders for one supplier
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procunng“employee manipulates the bidding process to benefit a
favored gontractor or supplier. Some common ways to commit
b these schemes include:

«bzv)z‘!ﬂnbh n o
—ognEmroTeE - =

Accepting late bids
Altering bids

Extending bid opening dates

Prematurely opening bids

Fio
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Some cemmb'ﬁ{g’e;q ﬂags of bid manipulation schemes include:
pWeak cqr}gr‘é!g“@‘qér the bidding procedures
Atte ¢ Arn-allzged Retsr -

e EV|der}cé':gilfféhvénges to bids after they were received

WL ny

=

s Q@te Fre

Wlnnlng bid Is-voided for errors and job iIs re-bid or awarded to
another contractor

H

An otherwise qualified bidder is disqualified for seemingly arbitrary,
false, frivolous, or personal reasons

Fi7/
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ags of bid manipulation schemes include:
BRGOF? <95 t153,30¢ 4
oyee accepts late bids
act 1s awarded to a non-responsive bidder
- The bids of competing contractors are lost

" -
4 s

- Bid deadlines are extended

| Despite receiving fewer than the minimum number of bids, the
~...contract is not re-bid -

78
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bldder us*ually In collusmn with contracting personnel, becomes
~ aware that one of several line items in a request for a bid on
’ certaln works goods, or services will not be called for under the
' Contract. This information, which is not available to other
bidders, allows the favored firm to submit a very low price for the
line item and to be the overall low bidder.

80
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pSome common red flags of unbalanced billing schemes include:

tlkoss AQS
Atie c Arn-alized Retes
Ay : AT 32343

5 Cert«éln, Il'ﬁ'é' iters in a request for a bid seem unusually low.

Dc; )
2 09ke FPre

Certaln line items in a request for a bid differ from those in the actual
contract.

Following the contract award, there are change orders that reduce the
requirements for low-bid line item (s).
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: pS@me common red flags of unbalanced billing schemes include:

r- tZkoss A0S 2,

i 1liged Rety
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Cert«aln Ime rtem bids have not been performed or purchased as
= ,reqUIred under the contract.

<‘52)21

Other similar contract awards do not require line item bids.

In change orders that are issued soon after the contract is awarded,
line items are deleted, or line items are modified.

The contractor’s bid is similar to or the same as the budgeted
estimate. 82
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curing entity can leak pre-bid information or

LR

information from competing bidders to a favored
iving that bidder an unfair advantage in the bidding
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;;n of Ieaklng bld data schemes mclude

The Wlnmng b1d is unusually close to the procuring entity’s
estimates. .
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| ,'. of leaking bid data schemes include:
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to bid wins the contract.
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The contract is unnecessarily re-bid.
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- A contractor

t

'submits false documentation to get a late bid accepted.
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~ pm bid- Sp[*lﬁjﬂng schemes, employees of a procuring entity split large
e ‘contracts into smaller contracts, allowing them to avoid the

- scrutiny required for larger dollar value contracts. In basic terms,
. splitting bids into several separate tenders creates more

opportunities for corrupt employees to influence the award.
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Bld Splqttmg Schemes
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3 : ldf‘( ter - 2G0

rrrrr

procUrmg.,entltles are generally required to use competltlve

- methods for projects over a certain dollar amount, employees
- of a procuring entity might break a large project up into

- several small projects to avoid these requirements.

- b X3RO0 n o
@ = c 0 B @8-
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B|d Splﬂtmg Schemes (continued)

,,,,,

B 359

: pseme common red flags of bid-splitting schemes include:

tZkoss A0S 2,
i 1liged Rety
Yip o o b o 53 B 2
rdiEatior

Two or more 3|m|Iar or identical procurements from the same
::; % ,suppller In amounts just under upper-level review or
- competitive bidding limits

Two or more consecutive related procurements from the same
contractor that fall just below the competitive bidding or
upper-level review limits
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;B'id;5p|j_ffihg'--§c'ﬁ’eiﬁ'es (continued)

irq Qunvtc‘

,,,,,

pS@me comméfn red flags of bid-splitting schemes include:

...........
| 1‘ ced Re
g,

U_'mu:‘s'ct,ifiggsplit purchases that fall under the competitive
. bidding or upper-level review limits

Sequential purchases just under the upper-level review or
competitive bidding limits

Sequential purchases, which fall under the upper-level review or
competitive bidding limits, that are followed by change orders
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Un i ustlfJed Sole Sou rce Awards

llllllllllll LOXY &

_i Sole sourcE contractlng IS an exception to the general rule of

compe:tltion it is a noncompetitive procurement process
*accomplished through the solicitation of only one source, thereby
Wl_lmltlng full and open competition.

- Because quotation and bid requirements do not apply to sole source

purchases, procurement through this process requires
justification, which typically occurs when the goods or services
are available only from a single source, when exigent
circumstances will not permit delay resulting from a competitive
solicitation, or when solicitation is determined inadequate after
soliciting a number of sources. Therefore, unjustified sole sourge
contracts unfairly exclude competition.
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Un jUStIfJ€d Sole S,ou rce Awards

yMitedle Eliims "LUOX &
Ao g Ak Eaehings of Pt
3 13 rd. Quarter -2G0

: Sole SOUrce. CbﬂtfaCtlng IS more vulnerable to fraud because there is

rrrrr

~ greater freedom for manipulation and collusion with a
Vendorlcantractor and because of this, federal government
r ent|t|es cannot conduct sole source acquisitions unless they
prowde their justifications in writing and the acquisition is

approved at all necessary levels.

- b3 EOORD>
—gheETs e & OTeTe
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Unjustlfjed Sole Source Awards (continued)

y Lo )8 IumslU!r
ANgQre Tak o Edrhings of Pro
13 rd Quarter -2G00

Some common red flaés of unjustified sole source award schemes

mcludeu geiid o

ASs $2 2,342
Ca i A il rdination
To Iseon K¢ ' e 6,

: Frequent use Of sole-source procurement contracts

~DZ)

High number of sole-source awards to one supplier

Requests for sole-source procurements when there is an available
pool of contractors to compete for the contract
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Unjustlfled Sole' Sou rce Awards (continued)

Elims *LO3 B
AQ QY AN Elln-r.af. of Prafi)

'Some commaﬁ r}éd flags of unjustified sole source award schemes
mcludea ae

Ca \ n i rdEanions 1!

aaaaa

n: P_"rqpﬁtj-r'_i'nd'éntity did not keep accurate minutes of pre-bid meetings

~ False statements made to justify sole source of negotiated
procurement

Justifications for sole-source or negotiated procurement signed or
approved by employees without authority

Failure to obtain the required review for sole-source justifications ,,
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hemes occurrmg durlng the performance phase
neral Iy include:

'r3ole Fi 1

Duplicate lnvmces TR e

- Non-conforming goods or services
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Progress Payment F?raud

Ifms LOX ¢
AS Ak I Esrhings of Pt
3 13 rd: Quartrer -2G00

anrogress payment fraud is a specific type of fraud that occurs in

il _ government contracts. Progress payments are payments made as
Wbrk'p‘r'ﬁgresses under a contract. Generally, progress payments
.,;,ar.e., based upon the costs incurred, the percentage of work

- completed, or the completion of a particular milestone.

- b 2R OO
—gheETs'e - O.
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5 rFraud in progress payments occurs when a contractor submits a

..progress payment request based on false statements, such as false
~ direct labor charges, material costs for items not actually

: _"",';:'purchased or false certification of work completed. More

- specifically, in the Handbook on Indicators of Fraud in DOD
Procurement, the U.S. Department of Defense (DoD) defines
progress payment fraud as “the submission of a progress payment
request based on falsified direct labor charges, on material costs
for items not actually purchased, or on falsified certification of a
state of completion attained/work accomplished.”
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- Some eemmon reef flags of progress payment fraud schemes
mclude;p....’;,':; |

3N S
ExpENS i‘.,-‘ﬂ.‘ 7.5
'''''' Loss: A0S 2,8

The contracmr is slow in paying (or nonpayment of) suppliers,
employees or the government.

Reaven

<ob2)21ﬂﬁ)-t-

| T'he'contractor has cash flow problems.

Little or no physical progress on the contract is made even
though significant costs have been billed.

The contractor’s progress payment claims do not appear to
coincide with the contractor’s plan to perform the contract.

100



- oancellatlon date on the contractor’s check to a subcontractor is
'~ the same as or later than the date the contractor received payment
- from the' government |
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r =

f[rtafl=s Firme 158 290
\ Pre«Tax Farhings ot Prefitra
yfitedle ®liims LOX A

False,,mﬂatecr and Duplicate Invoices

Reaven

Expe SS. 467 47,
...... Loss A0S 2,%1

To genera’te false payments, a contractor or vendor may submit false,
- inflated, or duplicate invoices—itemized statements of money
. owed for goods or services supplied. When perpetrating these

- schemes, the contractor may be acting alone or in collusion with

an employee of the victim organization who shares in the profits.

<ob2)21ﬂﬁ)-t-
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f[rtafl=s Firme 158 290
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False,,lmlal;ecf and Duplicate Invoices (continued)

ExpeENS i‘.,-‘ﬂ.‘ 7,975
Alrer 58 AQ'S 2.'.—!r

“ False mvm’c&’s are'invoices submitted when no goods or services
- were prowded or they are invoices that do not properly represent
’ the quantity or quality of goods and services supplied or work

- done as per contracted specifications.

Reaven

Inflated invoices include bills that charge for a higher grade, cost of
material, or service than actually delivered.
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frtattles Firmes L 58 230 @
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False,,lmratecnrand Duplicate Invoices (continued)

pe : 55 -n: 67,9"« 3 A
tikoss A0S 2,

SOme con'rmtm red flags of false, inflated, and duplicate invoices

T rhclluc[ |

a0l Pror
~Qate ¥ "

Proper controls are not in place over the inventory and purchase
accounts

Z)!Zﬂﬂ
St - O

Supporting documents provided are inadequate or appear to be
copied, altered, or forged

Missing, copied, or fraudulent invoices
105
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False,,mﬂatemrand Duplicate Invoices (continued)

Reaven .'), 28 250,78
.‘;.pfn: FS. A0 47,875
tZkoss A0S 2,8

Some com'mvn réd flags of false, inflated, and duplicate invoices

llllo

mclud 3o

gl 0
el

- The invoice amount is an even amount (round number) that is not
expected or reasonable

szlﬂn

Invoice prices, amounts, item descriptions, or terms exceed or do not
match contract items, purchase order, receiving records,
Inventory, or usage records
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"-'. .‘ $28 34
l¢ Filem

| ' ne Dupllcate Invoices (continued)

m
RS

| " z rec ﬁaéé of false Inflated, and duplicate invoices

s (B ,:':
’t 'C.T-s:zr T A
‘l--f

' sually hlgh volume ef vendor act|V|ty for vendor

8. Hh6 7 }

Mi]ltf'i'ple inve‘.i‘ces'_:et, Or vj'us'-t' Uhder approval cut-off levels

- Invoices from vendors not in the approved vendor file
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Types of Government Fraud

- Invoices without a valid purchase order

- No segregation of duties in the purchasing function

- Absence of detail on vendor invoices

108
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frtattles Firmes L 58 230 @
- e«Tax Farhings o Profita
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5 Non Conf,o:rmmg Goods or Services

3N $59,
t’-;‘pen. FS5.40 87
...... Loss: A0S 2,%52 €

Non conTQ‘rmmg goods or services fraud refers to attempts by
eontract@rs to deliver goods or services to the procuring entity
p! that do not conform to the contract specifications. The contractor
~ then bills and receives payment for conforming goods or services
without informing the purchaser of the deficiency.

ubzv)!‘nnbh
¢SS st 0.
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Non Confocrmmg Goods or Services (continued)

ExpeENS i‘.,-n‘n.‘ L7,

Al

rer 58 A0S 2,%51 €

ThIS type of Scheme can be committed by the contractor acting alone,
~orit can be facilitated by procurement or inspection personnel as
the result of corruption. In non-conforming fraud schemes

' involving corruption, the dishonest supplier might give gifts or
favors to inspectors or pay kickbacks to contracting officials to
facilitate the scheme. The supplier would then submit false
documentation to conceal it.
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 Delivery of used, surplus, or reworked parts
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J goods or services schemes may include:
y of counterfeit products

~ Submission of false certifications
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Non Conformmg Qféo'ds or Services (continued)

A‘_,, Tak Earhings
3 13 rd: Quarter -3GO0
33N 3590

pS@me commﬁn red flags of non-conforming goods or services

FAS 23

:,‘. sg:hemE‘s mclude

Ca
To IS tEon Revaanles G.i'
N

Suppbrtlng documentation for proposed standards is unavailable or
- inadequate

rdiEnation

Test or inspection records reflect high rate of failure

High percentage of product returns to the vendor for non-
compliance with specifications
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Non Conf@:rmm G@Ods or Services (continued)
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pSome common red flags of non-conforming goods or services

FAS 23

:,‘. sg:hemes mtlude

Ca
Co istkon Revaaldes C'.i'
NI et ot Fas REepo

Disdrepancy between product’s description or normal appearance and
f. ~ actual appearance (e.g., a new product appears to be used)

\ i

rdiEnation

Material or product returns not handled through normal procedures or
handled by high-level personnel
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Non Canformlng Gbods or Services (continued)

yfitnole =l ims LOX &
Ag Qe Eun-r.af. of Pt
Ard Quarx

“'S;ome common: ré:d ﬂags of non-conforming goods or services
schemes 4nclude

, Product compliance certificate is missing or is apparently altered or
modified

Test performed or compliance certificate signed by unqualified or
Inappropriate personnel (e.g., employee with no quality
assurance responsibilities)

Unusually high number of test or operation failures

115
Unusually high maintenance and repair costs



3 Product packaglng appearance and descrlptlon do not appear
genuine .

- Machines with“ident,ification or specification plates removed

116
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he "':u ntractor always offers to select the sample and prepare it for
testmg g5 einss vima.in
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..bld to ensure the winning of the contract award, but a corrupt
j;-:f.er_n'plqy,e_e of the procuring entity has assured the contractor that

- _contracting personnel will prepare contract change orders

* during the life of the contract, which will more than
compensate for the low bid. After the procuring entity awards
the contract, the corrupt contractor increases its price by
submitting change order requests.

If successful, these schemes will, at the very least, cause the
procuring entity to lose any advantage received through the
competitive bidding process. 118
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ChangerOrder Abuse (contlnued)

.\, Eachings ot Pi
: Ird Quarter 2G0

,,,,,

''''''

process Qr 'the negotlatlon of contract terms, making them a

popula{ way to fraudulently access funds or generate funds for
. kickbacks.

- b X EOTOED> n
- =8t © OTSTELa

Even though change orders are inevitable and can develop for
various reasons (e.g., design error, ambiguous specifications or
omissions.in specifications, change in scope, weather delays,
Improvement in time or cost, building code changes, etc.), fraud

examiners should view all contract change orders with a sense
of watchfulness.
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Types of Government Fraud

5 -Cost I\Ais&ﬁéf@iﬁé’ -(é:bnti nued)

irq Qunvtc‘ 2600

,,,,,

'''''''''''

commrtm .t,he followmg types of contracts:

Cost relmbursement contracts—These contracts are paid based on
~ incurred costs (i.e., the government reimburses the contractor’s
costs that are allowable, allocable to the contract, and
reasonable).

Fixed-price contracts (if contract changes and equitable adjustments
are reimbursed on the basis of incurred costs)—In these
contracts, the contractor agrees to do what is provided in the
contract for a flat, fixed price that may be subject to adjustments
INn abpropriate circumstances.
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~ Cost Mlschargrng’ (CDntmued)

llllllllllll LOXY &

; There are 't‘hrefe Iypes of mischarges perpetrated by contractors:

Ablbalt’lﬁ\-(-;

is AQ)S 2,%16€
1“.’(:1 ReLogzsn

Accountmg mlschargeS—These occur when a contractor
_-q.;;knowmgly charges or conceals unallowable costs within
- allowable expenses or in accounts that are not closely
monitored (e.g., office supplies). Another common variation
Involves charging types of costs with limits, such as bid and
proposal costs or independent research and development costs,

to other cost categories.

Material mischarges—Occasionally, material costs are mischarged,
both as to their reasonableness and their allocation. i
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Cost Mlschargrng,(c;bntlnued)

rer

Elfms LOX &
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There are '_fh?é‘e Eypes of mischarges perpetrated by contractors:

it AQS 2,':!"
| 1‘ ced Re

Labpr mISCharges—Labor mischarging occurs when the contractor
- charges the procuring entity for work that was not actually

s ate

performed. Labor costs are perhaps more susceptible to
mischarging than material costs because, unlike other items of
cost, labor Is not supported by external documentation or
physical evidence to provide an independent check or balance,
and because employee labor can readily be charged to any
contract.
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Some common red fjags of cost-mischarging schemes include:

yMitedle Eliims "LUOX &
AR Ak Ear ngs of Pt
3 13 rd. Qu

x Qharglng thﬁ sarﬁe cost to more than one contract

...... Loss AQS 2,51 €
| 1‘ ced Re
2 2,34

Chargmg normal Indirect costs as direct costs
A contractor has a mix of cost-type and fixed-price contracts
Transfers from cost-type contracts to fixed-price contracts

Costs still charged to the original job order, but no physical inventory
IS left on the job

128
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Some common red ﬂags of cost-mischarging schemes include:

y ML e Elims LOX &
AQaire Ea ngs of Pt
3 Ard Quarter -2°G0

2 lmtlal bllll'n.gs for actual material costs in excess of negotiated costs

...... 'Loss ADS 2.'
! 1l ed Rety

Later blllmgs tHat show a downward adjustment in material costs as
- labor/overhead costs increase

<ob2)21ﬂﬁ)-t-

Contractor failed to report excess or residual inventory

Unusually large numbers of surplus items are written off to scrap

Excessive or unusual labor charges

126
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~ Labor .chafgjéé are | nlC(jhsistent- with contract progress

e - imecar_ds contain information that is altered

ags of cost-mischarging schemes include:
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A0S ef cost-mischarging schemes include:

not the mdrvrduals prepared the timecards

_,:-.a‘

_ tlal and experrence quallflcatlon requirements for
_.6 | re , ur contracts are vague or appear minimal for the position
,e .r ' Eded :
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Commlngllng of C’thracts

yMitedle Eliims "LUOX &
Ar,,v' Tak Earhings of P
3 13 rd. Quarter -2G0

s lee cost- mlscharglng schemes, commingling of contract schemes

"""""

¢ ~resultin Overcharglng for goods or services. They are contractor

$2: 2,342

fraud SChemes perpetrated against the procuring entity.
Slmply put, commingling of contracts occurs when a contractor bills

for the same personnel, fees, or expenses under one or multiple
contracts.

«bzvhzlﬂﬂbh
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Commlngllng of Contracts (continued)

44444

entlty Who WI|| write similar work orders to facilitate the
_wdppllcate billing. As a result, each contract has provisions to
. allow for items that are in the other contracts.

Commingling schemes often involve duplicate contract payments.

In these schemes, the contractor submits copies of the same
Invoices for payment, or submits more than one copy of the
same invoice for the same goods and services, and Is
subsequently paid twice.
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Commlnglmg of C’ontracts (continued)

y ML e Elims LOX &
NS QY ran El chings of P
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’Some common red flags of commingling of contracts schemes

o5 A(S 2,'.—!

mcludea geoid on
: C@rﬁ“’tfa(;‘tdr'"is holding more than one contract that has the same or
nearly similar work statements

<ob2)21ﬂﬁ)-t-,
e — - 0 & @» -

Contractor submits several invoices for the same or similar expense
or work under different jobs or contracts

Contractor submits invoices for more than one job for the same time
period
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"M""NW:‘.W, 'acts (ContanEd)

ﬁ. | |
1 Tl w of commlnglmg of contracts schemes

L g er fl%y glves the same contractor multiple contract awards
Greget rS|m|Iar Work

The contractor bllls the same employee to more than one job for the
- same time perlod

132
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Contract and Procurement Fraud Indicators

R
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fttaftiles Firme L 58 230
\ Pre«Tax Farhings ot Prefitra
it le EiFms l(ll )

ven

"Who assumes(,lfespensmlI|t|es In procurement beyond or below

ed Rel

hIS normal duﬂes

Repo

Appearance of an Unknown Bidder — A previously unknown or

questionable bidder could be a shell company used by other
bidders to submit complementary bids.

Award to Other than Lowest Bidder — Instances or a pattern of
contract awards to other than the lowest bidder could suggest
corruption, conflict of interest, bid rigging schemes to

manipulate the bid process.
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Bad Reputatl‘on +rF\‘*eputat|on allegations and rumors of
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Wrongdomg by an employee or company.

...... s ADS 2.'
1l ed Rety

cs Bendlng Qr breéklng the Rules — Significant instances of the
N p_qyghaser bending or breaking the rules to favor a particular
. contractor or supplier.

T WS

Bid Information Available — The apparent leaking of
competitor’s bids or other confidential information by the
purchaser.

Close Socialization — Close socialization by contracting

personnel and contractors could suggest a corrupt relationship.
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“'COmpIalntsAbout the Job An employee who Is unhappy about
- his compensatmn ‘promotions, working conditions, or lack of

 appreciation.

&

gl ol P

lefe'rent Specifications- Delivery of an item with specifications
- different from those specified in the purchase order ort contract.
Continued acceptance of non-conforming items can mean
corruption or.a hidden interest in the supplier.

E

Discrepancies or Errors in Invoices, Labor Costs, Material
Costs- Discrepancies or errors by am contractor, if continued,
after notice of such problems might indicate corruption. &



Contract and Procurement Fraud Indicators

. Duplicate Documentation — Specifications, Cost charging,
¢ Performanee Féayement and Performance

ira f‘un
rrrrr . ;5.*.,

Excusmg N’on—performance A pattern of purchasing personnel
“excusing the fallure of a particular contractor or supplier to
pg[f“o"rr_n and then rehiring the company:.

<‘bzbzlﬂn)-t->'u

Failed Tests or Inspections — A consistent pattern of significant
Instances of failed tests or inspections, especially if pattern is
Ignored or excused by the purchaser.

Fallure to Accept Promotion — The failure of an employee to

accept an apparently desirable promotion form a purchasing or
contracting position might indicate that he is involved in fraud  ,,
or corruption.
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"Statement or" disclose pertlnent Information on such form might

<ob2)21ﬂﬁ)-t-

1liged Rety

mdicate cerruptlon or a hidden interest in a supplier.

8 ! ¥ f Rep

F—}diiUfé to Take a Vacation - The failure of an employee to take
~a vacation or time off, or the occurrence of excessive working

hours over an extended time period might be an sign of fraud.

Favoritism of a Particular Supplier — Repeated, unjustified or
unexplained favorable treatment of a particular contractor or
supplier is one of the most common indicators of corruption.
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f[rtafl=s Firme 158 290
\ Pre«Tax Farhings ot Prefitra
yHitadle ®lEms 10! ) |

ven

"éS(pected bltfders respondlng to proposals, or the award of a

<ob2)21ﬂﬁ)-t-

“contract Wltheut the minimum number of bidders can indicate
rlggéd Specifications, the exclusion of qualified bidders, or
collusive bidding.

Financial Problems — An employee with money problems might
resort to fraud or corruption.

Gifts, Travel, and Entertainment — The acceptance of
Inappropriate gifts, travel, or entertainment by employees of the
purchaser might signal the start of a corrupt relationship.
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frtatils Firmes 158 230 ¢
Tas n g4 ot Fror!

ngh Empmyee“rwnover — High turnover in the contract and

Ara.Tgu te 2000

. ,,p,rocurement area can be an indicator of fraud or corruption.
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tZkoss AQS 2,'.—!
1liged Rety

ngh Prlce"" Uﬁusual or unjustified high prices, or explosive

- price increases, are common indicators of fraud.

High Volume Purchases — A supplier or contractor that obtains a
very high volume or percentage of business when such business
doe not seem justified might be paying kickbacks.

Ignoring Controls and Proper Procedures — The deliberate or
repeated failure to enforce existing controls could suggest a
fraud scheme.
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f[rtafl=s Firme 158 290
Fre«Tax Earh g4 Dif Frofita
Itms

Improper or [Egeg;ces?sglryel Change Orders — Excessive, expensive,

~ or undocumented change orders suggest a variety of frauds,
partlcularfy mampulatlon of bids and corruption.

Ca \ n Ut rdEnatior
C £ v Enle &,

| Instance on a Certaln Subcontractor — An employee who Insists
' that contractors use a certain subcontractor might have an
- undisclosed interest in the subcontractor.

Keen Interest in a Transaction or Contractor — An employee who
takes.an unusual keen interest in certain transactions,

contractors, or accounts, or assumes responsibilities for matters
beyond the normal scope of his duties, might be involved in

fraud. A
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Large DlﬁErﬂn‘CE‘s on éld Prices — Large, unexpected differences
N :ln bid prices: ‘between bidders could indicate corruption or a

2 2,342

cs com‘,hct ot m;terést

N
Nu arer Pror | rat

Llne Item Bids Too Low — An unusually low line item bid might
- indicate unbalanced bidding.

Living Beyond Means — Indications of an employee with

procurement responsibilities is living beyond his apparent
means could mean the employee is involved in a fraud.
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Low Bld MA/ard I"—‘oJwaed by Change Orders — Unjustified

ven

"OTders thdt‘ Sigmflcantly Increase payments to the contractor,
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“might mdlcate corruptlon Involving the contractor and the

purchaser.

ratfts 7 e

Manipulation of the Bidding Process — Bid manipulation is
usually the result of corruption involving the favored contractor
and procurement personnel.

Multiple Purchases Just Under Bid Limit — Multiple awards just
under the competitive bidding or upper-level review limits is

one of the most useful indicators of contract and procurement
fraud. 15
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. Multlple Same or Slmlllar Contracts — Two or more of the same
- similar confr»act_s could provide the opportunity for a dishonest

<‘52)21ﬂﬁ)-

vendor to charge the same goods or services to both contracts.

ar ol = » f : o

Poor 'Quality — Consistent poor quality of service to product, late

deliveries, and other persistent deficiencies can indicate fraud.

Price Discrepancies — Discrepancies between prices quoted and
charged in a cost-type contract suggest possible defective
pricing.
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. Quallfled Cgrft‘ractor F'all to Bid — The failure of qualified
- contractors to bid could indicate rigged specifications,

<ob2)21ﬂﬁ¥

mampulatmn of the bidding process, collusive bidding, or

corruption.

Questionable Documents — Missing, altered, copies or other
questionable documents could indicate a variety of fraud.

Questionable Sole-Source Awards — Sole-source awards In
violation of procurement rules or standard procedures might
Indicate fraud or corruption.
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Tlps and Camplam‘ts ”Reports of wrongdoing, anonymous or

X !otherW|se.,earetthe most common way to detect fraud.
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Lo

2: 30542
i A TR rdination
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: Too narrow or Too Vague Contract Specifications —

= Qats 7

Unreasonably narrow contract specifications can be drafted to
- ensure the selection of a favored contractor.

Unknown vendor — A vendor for which there is little
documentation or background information might be a shell
company.
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frtattles Firme L 58 230 ¢
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Unusual Appmva] ‘Pattern — the continued award of work to a

"Cbntractor that prevmusly failed to provide satisfactory goods,

lized Rety

a: servncés or prlce might indicate corruption.
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Unusual Blddlng Patters — Unusual bidding patterns are
- Indicators of possible collusive bidding, also know as bid

rigging.

Employee and Vendor Information Matches — Address,
telephone number or zip code.
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Al

* Vendor Not in Business Directories — An allegedly legitimate
- vendor that does p@f appear In business or telephone directories

Ird Quarte

2 l;s obwously SU’Spect

res Loss AQS :,v

,AJal

Vendor Npt on Approved Vendor List — Payments made to a
vender not on the approved vendor list are a prime indicator of a
flctltlous vendor scheme operated by an employee.

Vendors with Inappropriate Industrial Classification Codes — A
vendor whose invoice reflect the sale of appropriate business
items, but whose Standard Classification Code indicates that it
IS in a different type of business might be selling unnecessary
goods or items intended for personal use.
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Basic Investigative Steps in Contract and Procurement Fraud
Cases

Preljmmary M'atte’rS“ '

y ML e Elims LOX &
NS QY Ea ngs of Fit
3 Ard Quarter 2G0

’P;I‘edICtIOD” ln’vestlgatlon can not be conducted without a predication.
. Predication is the totality of circumstances that would lead a
l:easonab’le ‘professionally trained, and prudent individual to

Wb(‘aljeve a fraud has occurred, is occurring, and/or will occur.

- b RO
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Understand the business: Tour the business; Interview key
personnel; Analysis documents; review processes; watch
employees do their job

Collecting documents: Chain of custody; Authentication; Database;
and Lists
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T -.-e(:|se£ allegatlon B
- Details: who, what, When Why, and how much
”'Ask for records or documents

~ Other witnesses |

Slmllar transactlons

Other person 'S .knowledge
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Basic Investigative Steps in Contract and Procurement Fraud
Cases

Do background Qh’enks

y ML e Elims LOX &
Ao Ot El Nings ot ¥t
3 0 Ard Quarter -2°G0

,, ~Initial reylew Conflrms suspicion of fraud, the examiner must
..beglr};_c@[}gqt‘lng Information to conduct background checks on
- the suspect.

“D"iécovering external information about the suspect contractor
and employee.

- b RO
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Contractor checklist; check public records and the internet for
general background information on the contractor. For example,
ownership, customers, sales volume, and litigation history,
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Non publlc records bankmg records tax returns, credit reports,
credit car account records
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Basic Investigative Steps in Contract and Procurement Fraud
Cases
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~ Preliminary. analysié IS complete, the fraud examiner should
4 complefedecument collection and begin interviewing neutral

ASs 2 2,342

 third parties witnesses and corroborative witnesses. Possible to
y |dent|f‘y the subordinates and associates of the suspect employee

= Qats 7

- Who were involved in the suspect transaction.

S - B e B B o)

Interview cooperative witnesses
Interview hostile witnesses

Interview suspect
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Basic Investigative Steps in Contract and Procurement Fraud
Cases

Docu ment [colrecnon

yMitedle Eliims "LUOX & i
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,, Request thec:SImpIest method used to obtain relevant documents

Alrer-

T to request them.

r fObtaln documentary evidence by subpoena: Subpoenas are
Issued by the court. Call for the product of documents and
records.

- b RO
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Obtain documentary evidence by search warrant: Search warrant
are issued by a court judge. Based on probable cause that
additional evidence is needed.

Right to audit clause in contract: Legal right to request pertinegt
documents.
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Cases

Prove flnanmai tra‘nsactlons

yfMitadle =l Fms LOX 8
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N stage t.he examiner should begin tracing the illegal

rrrrr

e proceed’sfmm the suspected fraud scheme. Bribery, corruption,

2 2,342

- and fraud are examples of illegal activity that tends to be closely
! ‘_iqlif!iihke-dft"o the concealment of illicit funds.

- b3 EOORD>
— @ =0 - 0 B =

Trace funds from the point of payment

Trace funds from the point of receipt
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